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ABSTRACT

Online buying and selling can result in the leakage of consumer personal data, as seen in
the breaches of user accounts on the Tokopedia and Shopee marketplaces. The data leaks
on e-commerce platforms have left users' personal data unprotected. Law No. 19 of 2016
also does not specifically address personal data protection. The type of research used in
this research is normative legal research. The results of this research, namely Regulations
related to the protection of personal data according to the laws and regulations in force in
Indonesia, include: Government Regulation Number 71 of 2019 concerning the
Implementation of Electronic Systems and Transactions is a revision of Government
Regulation Number 82 of 2012. In addition, it is also regulated in Government Regulation
No. 44 of 2008 concerning the Provision of Compensation, Restitution, and Assistance to
Victim Witnesses, in addition there is Article 1 paragraph (6) and Article 5 paragraph (1)
Point A of the Law concerning the Protection of Witnesses and Victims, PERKOMINFO
(Regulation of the Minister of Communication and Information) Number 20 of 2016 and
Article 28 paragraph (1) of Law Number 1 of 2024 concerning the Second Amendment to
Law Number 11 of 2008 concerning Electronic Information and Transactions. These
regulations are aimed at encouraging the public to respect personal data, which is part of
the right to privacy, so that other people's personal data is not widely disseminated or traded
for any reason. Legal protection of consumer personal data in electronic transactions with
legal certainty is as stated in Article 19 of the Consumer Protection Law, which states that
e-commerce startups are responsible for losses experienced by consumers by providing
administrative compensation to consumers.
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INTRODUCTION
Today, it is clear that information plays a crucial role in economic, social, and political

decision-making. Francis Bacon, a renowned philosopher during the transition from the
Renaissance to the modern era, stated that knowledge itself is a powerful force. The term
"knowledge" itself can be interpreted as a broader competency, where someone possesses

more information than those around them. On the one hand, the large-scale investment and
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application technology that can be realized with industrial information in recent decades
depends on the information obtained, leading to the idea that data processing is an
irreplaceable activity for industrial and technological success.

The rapid development of technology and information over the past few decades has driven
changes in many aspects of life. Information technology has advanced so rapidly that it has
transformed lifestyles and society's needs. The impact of technological advancements is
deeply felt in various aspects of life, especially during the COVID-19 pandemic, where we
cannot escape the need for technological assistance. The COVID-19 outbreak has impacted
many business activities, including marketing, operations, sales, and customer
communications. Customer needs and demands have also changed dramatically.

Tempo magazine reported that IdEA reported a 25% increase in e-commerce sales during
the pandemic, a 78% increase compared to 2019.

As the most populous country in Southeast Asia, with a population of 262 million, with
140 million connected to the internet, approximately 28 million people (13% year-on-year
growth) actively conduct online transactions. Indonesia's capacity, with approximately 49
million MSMEs (Micro, Small, and Medium Enterprises), has led the Indonesian
government to aim to become the largest digital economy in Southeast Asia, confident it
will absorb more than 26 million workers by 2020.

The development of information technology and the significant potential of the digital
economy have also been accompanied by several negative impacts, including threats to
citizens' rights to privacy and personal data. The right to privacy is one of the fundamental
rights. The right to privacy, although not an absolute human right, legal protection of the
right to privacy remains crucial in this digital economy era.

The widespread use of internet technology worldwide is a substantial factor contributing
to the increase in data processing. There's no doubt that the internet has made the exchange
of information between individuals easier and more widespread. The continued circulation
of individual information through unauthorized internet facilities therefore raises concerns
about unfair data processing activities between internet users and the companies that
process the data.

Business actors or electronic system organizers can collect personal data from customers

or potential customers offline or online, where digital data can be traded without the
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knowledge and permission of the data owner or misused (for purposes other than providing,
submitting digital personal data), it can also happen that connected personal data is
hijacked, stolen (hacked) by third parties.

News about the rise of fraud using e-commerce sites is a common occurrence in Indonesia.
People who are aware of this are reluctant or wary of using credit cards, which compromise
their privacy and personal data. With the proliferation of e-commerce sites in Indonesia,
there's a need for guaranteed privacy and personal data protection. Fraud is now thriving,
exploiting social media platforms like Facebook and Instagram.

The right to personal data protection develops from the right to respect for private life, also
known as the right to private life. The concept of private life relates to humans as living
beings. Therefore, individuals are the primary holders of the right to personal data
protection. Privacy is not explicitly stated in the 1945 Constitution. However, the right to
privacy is implicitly contained in Article 28G paragraph (1) of the 1945 Constitution of the
Republic of Indonesia as follows:

"Everyone has the right to protection of themselves, their families, their honor, their dignity
and their property under their control, and has the right to a sense of security and protection
from the threat of fear to do or not do something that is a basic human right."

Currently, Indonesia has regulations related to the protection of the right to privacy, namely
Law Number 27 of 2022 concerning Personal Data Protection (PDP Law), which was
ratified on October 17, 2022 by President Joko Widodo. Before this law was passed,
regulations on personal data protection were spread across several laws and regulations,
including Law Number 11 of 2008 in conjunction with Law Number 19 of 2016 concerning
Electronic Information and Transactions, Law Number 39 of 1999 concerning Human
Rights, Law Number 14 of 2008 concerning Public Information Disclosure, and Law
Number 23 of 2006 in conjunction with Law Number 24 of 2013.

The misuse of personal data reveals system weaknesses and a lack of oversight, allowing
personal data to be misused and resulting in losses for the data owner. Misuse, theft, and
sale of personal data constitute violations of information technology law and can also be
categorized as a violation of human rights, as personal data is a fundamental human right

that must be protected.
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The case occurred, precisely in May 2020, Tokopedia, the largest online shopping website
in Indonesia, 91 million customer data was leaked due to the actions of a hacker. The
personal data that was breached included the names of application users, email addresses,
and telephone numbers. The remaining data that remained safe was Tokopedia user
payment transaction data, namely in the form of digital finance OVO and credit cards.
Although the hacker did not succeed in obtaining data related to financial transactions, the
hacker, knowing the importance of personal data can be used for various online frauds, this
hacker sold the data on the dark web for 70 million rupiah, equivalent to $ 5000 dollars.
The experience from this case, the need for a Personal Data Protection Law to clarify
regulations regarding data security or at least to provide clear security regarding people's
personal data.

Furthermore, similar to the case involving Lazada, which in October 2020 was hit by a
personal data breach, 1.1 million users of Lazada's online supermarket, RedMart, were
reportedly hacked. RedMart is Lazada's online supermarket service, which provides basic
food ingredients and other household needs. This resulted in the hackers illegally accessing
personal information such as names, phone numbers, email addresses, addresses,
passwords, and credit card numbers for RedMart users, which was then traded online.
Therefore, the enactment of the Personal Data Protection Law (PDP) is expected to provide
a strong legal framework for the governance and protection of personal data of citizens and
government officials. The implementation of this PDP Law will face numerous challenges.
Minimizing risk is a shared responsibility, but the burden on the government's shoulders is
much heavier. Much of the government manages personal data for public service purposes.
Some individuals are forced to submit identification such as their national identification
number (NIK) and family card (KK) numbers. Others are voluntary, for example, to apply

for positions as civil servants.

RESEARCH METHODS

This research uses a normative juridical legal method with a statute approach and a
conceptual approach. The research data sources were obtained through a literature study
that includes primary legal materials in the form of the 1945 Constitution of the Republic

of Indonesia, Law Number 1 of 2024 concerning the Second Amendment to Law Number
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11 of 2008 concerning Electronic Information and Transactions, and Law of the Republic

of Indonesia Number 27 of 2022 concerning Personal Data Protection.

Secondary legal materials come from books, legal journals, and previous research. Data
analysis is conducted through systematic, contextual, and comparative legal interpretation

to obtain an accurate legal construction.

RESULTS AND DISCUSSION

Regulations Regarding Personal Data Protection According to Laws and Regulations
in Indonesia.

Modern data processing technology offers many advantages over slower, manual methods.
However, these advances are not without their challenges. One such issue is the potential
threat to individuals' right to privacy. Personal data can now be combined and stored
without restrictions and is far more accessible than before these technological
advancements. Personal data can be shared and manipulated in every sector, often without
the owner's knowledge. Furthermore, governments and businesses may collect information
from citizens, potentially threatening individual freedoms.

When using electronic media, we naturally need to enter personal data before it can be
used. Personal data is very important information that must be kept confidential by the
electronic media provider.

Considering that nowadays all personal data is recorded online, both in government and
private sectors, and with increasingly sophisticated technological capabilities, any data or
information about a person will be easily known by other people. This can lead to
cybercrime that harms others, such as the distribution of personal data or its use for other
purposes. These actions are illegal and can be sued for the resulting losses. Not only for
the owners of personal data whose personal data has been leaked, but also for the organizers
of electronic media who will lose their users because they have a bad image due to the
leaking of users' personal data.

Personal data protection is a manifestation of the recognition of the human right to privacy
and the security of personal information. As a country governed by the rule of law,
Indonesia has developed a comprehensive regulatory framework to protect personal data

in the digital space, encompassing various complementary laws and regulations.
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Personal data protection in Indonesia is governed by several key regulations. Law No. 39
of 1999 affirms an individual's right to privacy, stating that personal data may not be used
as the object of research without consent. Law No. 19 of 2016 concerning the Electronic
Information and Transactions (ITE) stipulates that the use of personal data in electronic
media must be based on the data owner's consent and provides the right to sue data owners
whose rights have been violated.

Law No. 24 of 2013 concerning Population Administration requires the government to
store, maintain, and protect the confidentiality of citizens' population data with strict access
mechanisms. Technical implementing regulations, such as Ministerial Regulation No. 20
of 2016, regulate the rights of personal data owners, including the right to confidentiality,
usage history, data destruction, and dispute resolution.

Government Regulation Number 71 of 2019 comprehensively defines personal data and
requires electronic system providers to implement an integrated security system.
Government Regulation Number 80 of 2019 regulates data protection in electronic
commerce (PMSE), requiring business actors to store data with high security standards
based on the principles of honest data collection, data accuracy, and limitations on the
purpose of use. Financial Services Authority Regulation Number 4/POJK.05/2021
regulates data protection specifically in the non-bank financial services sector, requiring
user consent for all data processing.

Based on Government Regulation No. 82 of 2012, electronic system providers are required
to provide written notification to data owners following a data protection failure. The
notification must contain the cause of the failure and be delivered no later than 14 days
after the failure is discovered. System providers are also required to report serious
violations to law enforcement or supervisory authorities.

Prior to the enactment of the PDP Law, sanctions for violations were regulated by various
regulations. The ITE Law stipulates a prison sentence of six to ten years and a fine of IDR
600 million to IDR 5 billion for unauthorized access, wiretapping, or data modification.
The Banking Law provides specific sanctions of two to four years' imprisonment and a fine
of IDR 4 billion to IDR 8 billion for bank officials who leak confidential information.
Law Number 27 of 2022 concerning Personal Data Protection embodies the mandate of

Article 28G paragraph (1) of the 1945 Constitution. The PDP Law regulates administrative
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sanctions in the form of written warnings, termination of data processing activities, deletion
of data, and a maximum fine of 2% of annual income.

The criminal sanctions in the PDP Law are designed in a graduated manner: unauthorized
acquisition or collection of personal data carries a maximum penalty of five years'
imprisonment and/or a fine of IDR 5 billion; disclosure of data carries a maximum penalty
of four years' imprisonment and/or a fine of IDR 4 billion; while falsification of personal
data carries a maximum penalty of six years' imprisonment and/or a fine of IDR 6 billion.
Additional penalties include confiscation of profits and payment of compensation.

For corporations, criminal fines can be up to ten times the fine for individuals, with
additional penalties in the form of freezing of business, prohibition of certain activities,
closure of business premises, revocation of permits, and even dissolution of the
corporation.

Personal data misuse takes various forms: illegal data sales (in the case of online
transportation), the creation of fake accounts, fraud through hacking of social media
accounts, espionage (tapping official communications), and illegal transactions using
cloned ATM cards. Phishing is the most widespread crime, as seen in the Tokopedia and
Shopee Paylater data breaches.

Based on the perpetrator, data misuse can be carried out by: individuals with fraudulent
methods, companies that sell consumer data, or hackers who break into security systems
on a massive scale (such as the case of the breach of 2.3 million KPU data in May 2020).

Data privacy issues in Indonesia have not yet become a major public concern. The practice
of selling student databases to promote private universities occurs repeatedly without
adequate law enforcement, unlike conditions in developed countries where personal
identity is strictly protected.

Article 30 paragraph (1) of the ITE Law in conjunction with Article 46 paragraph (1)
threatens a maximum prison sentence of six years and/or a minimum fine of IDR 600
million for illegal access to electronic systems. Article 35 in conjunction with Article 51
provides a heavier sanction, namely a maximum prison sentence of twelve years and/or a
maximum fine of IDR 12 billion for manipulation of electronic information that causes

losses.
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Regulations require that personal data be stored in encrypted form after verification of its
accuracy, with a minimum retention period of five years or as determined by the sector
supervisory agency.

Personal data protection in Indonesia has evolved from scattered regulations to a
comprehensive system through the Personal Data Protection Law (PDP). The regulatory
framework reflects the state's recognition of data protection as a constitutionally
guaranteed human right. However, effective protection depends on the alignment of
regulations, law enforcement, public awareness, and the implementation of security

standards by electronic system providers.

Legal Protection of Consumer Personal Data in Electronic Transactions with Legal
Certainty

The misuse of personal data has become a serious problem, demonstrating system
weaknesses and a lack of oversight. This results in losses for data owners, as seen in the
leak of personal data of Tokopedia and Shopee Paylater users, which allegedly used similar
hacking methods. The misuse of personal data is not only a violation of information
technology laws but also a violation of human rights, as personal data is a fundamental
right that must be protected.

Misuse of personal data fulfills the elements of crimes such as theft and fraud, both
objectively and subjectively. Unfortunately, existing administrative, civil, and criminal
sanctions are inadequate to address this crime, which is essentially a form of perfect crime.
Personal data protection regulations are essential to safeguard consumer interests and
provide economic benefits for Indonesia. In the digital age, where personal data holds
significant value for businesses, consumers face concerns about their data being sold or
used without consent. This regulation also puts Indonesia on par with developed economies
that have implemented personal data protection laws.

The ITE Law was initially enacted to ensure the smooth running of e-commerce
transactions and to guarantee the protection of consumer rights. The ITE Law's philosophy
is to maintain the clean, healthy, and ethical use of Indonesia's digital technology for
productive use. Article 4 of the ITE Law outlines the use of information technology to

enhance the nation's intelligence, improve public welfare, enhance the effectiveness of
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public services, and open up broad opportunities for citizens to advance their thinking in
the field of information technology.

Prior to the enactment of the Personal Data Protection Law, data protection was regulated
by various sectoral regulations. Preventive legal protection was provided through
Government Regulation 82/2012, which requires electronic system providers to register
their companies and certify their eligibility, and Ministerial Regulation 20/2016, which
requires providers to have internal personal data protection regulations. Repressive legal
protection is regulated under Article 30 of the ITE Law, which emphasizes sanctions for
hackers.

After various sectoral regulations, the Personal Data Protection Law (PDP) was finally
enacted to harmonize personal data regulations within a single legal framework. The PDP
Law has more specific provisions than previous sectoral regulations and provides legal
certainty, establishing boundaries for both the public and personal data managers.
According to Sudikno Mertukusumo, legal certainty guarantees proper enforcement of the
law and its legal aspects, ensuring it functions as a rule that must be obeyed.

However, following the enactment of the Personal Data Protection Law, numerous
obstacles remain. First, the immediate issuance of implementing regulations is crucial, as
without these implementing regulations, the PDP Law will be less effective. Second, the
limited duties, functions, and authority of the Data Protection Supervisory Agency, which
lacks the authority to resolve disputes through non-litigation adjudication mechanisms and
the authority to issue mediation decisions regarding compensation. Third, the rigid 3x24-
hour time limit applies to all sectors, as each sector has its own unique characteristics and
business models. Fourth, regulations are needed to establish a personal data protection
authority. Fifth, data controllers and processors must immediately undertake internal
improvements to ensure compliance with the PDP Law.

The PDP Law provides an adequate legal umbrella for the digital sector and provides legal
certainty for marketplace businesses and the general public. This law provides preventative
legal protection aimed at preventing violations before they occur, thereby minimizing
crime in the digital world.

In the Tokopedia and Shopee Paylater data breach cases, the marketplaces have not fully

fulfilled their obligations as business actors, particularly in ensuring the security of
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personal data. Their seemingly hands-off attitude fails to uphold the principles of good
faith and proper consumer service as stipulated in Article 7 of the Consumer Protection
Law. Both marketplaces also failed to adhere to the principles of user security stipulated in
Article 2 of Law 8/1999 and the obligation to maintain data confidentiality stipulated in
Article 26 of POJK 77/2016 and Articles 5 and 28 of Ministerial Regulation of the Ministry
of Communication and Information Technology 20/2016. According to the regulation,
every electronic system provider is required to have and develop internal regulations for
personal data protection to prevent security system failures and maintain the
confidentiality, accuracy, and relevance of the personal data they manage. Marketplaces
should develop internal security system regulations that can protect users' personal data

from various cybercrime attempts.

CONCLUSION

Regulations on personal data protection in Indonesia are regulated in several regulations,
namely: Government Regulation No. 71 of 2019 concerning the Implementation of
Electronic Systems and Transactions (revised Government Regulation No. 82 of 2012),
Government Regulation No. 44 of 2008 concerning Compensation and Protection of
Witnesses and Victims, Law on Witness and Victim Protection (Article 1 paragraph 6 and
Article 5 paragraph 1), Ministry of Communication and Information Regulation No. 20 of
2016, Law No. 1 of 2024 concerning Amendments to the ITE Law (Article 28 paragraph
1), and Law No. 27 0f 2022 concerning Protection of Personal Data. These regulations aim
to protect the right to privacy by preventing the unauthorized distribution and sale of
personal data.

The protection of e-commerce consumers' personal data in Indonesia has been legally
guaranteed through three main regulations. The Consumer Protection Law requires e-
commerce startups to provide compensation for consumer losses, while Government
Regulation No. 80/2019 stipulates administrative sanctions ranging from warnings to
business license revocation. With the enactment of Law No. 27/2022 concerning Personal
Data Protection, it is hoped that a balance will be created between consumer rights and
business obligations, while also providing an effective solution to address data leaks and

providing concrete protection guarantees for consumers in digital transactions.
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